PERFECTION IN AUTOMATION
A MEMBER OF THE ABB GROUP

This document contains instructions on how to send large files to employees of B&R Industrial
Automation GmbH (hereinafter referred to as B&R). It also describes how to use the FTAPI system, which
makes it possible to exchange files with B&R employees.

If you want to make a large file available to a B&R employee, you need an upload link, that is an Internet
address that can be used to upload the file. This link is provided by the B&R employee with whom you are
in contact. You will receive either a one-time upload link or a link to the personal upload area of the B&R
employee, also called "SubmitBox" (see section 1.2).

Your B&R contact will create the upload link and send it to you via email. The following image shows what
this email looks like.

BnR filetransfer-emea <filetransfer-emea@br-automation.com=
an mich =

X Englisch » > Deutsch v  Nachricht iibersetzen

Dear mm3208522@amail.com,

A Submit-Ticket has been provided for you.
Click on the button below to instantly start the secure upload of your files.

Thank you, for using FTAPI SecuTransfer to send your files.

Click on button "Start upload" to upload the desired files.
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It is possible to enter a message to the recipient in the text field. Click on "Add files" to open the dialog
box for selecting the files to be transferred.

If you click on button "Send now", the selected files are uploaded and the recipient is notified about the
upload via email.

Send Files to Anton Test

our upload has successfully finished

e recipient anton test@br-automation.com will
receive a notification about it soon.

B res2na sk [§ Tesnna 189 KB

Das ist ein Test]

Back to Login

LS T SR
~r

-

Maximum Upload Size: 2.0 GB

- Snwsma.

—

1.2 Creating an upload link via the SubmitBox

If there is a regular need for sending large files to B&R employees, you are recommended to ask for their
personal SubmitBox.

To transfer one or more files, open the Internet address in your browser and enter your personal email
address. An upload link will then be sent to the email address entered.
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Example of an Internet address on a SubmitBox (a permanent, personal upload area of a B&R
employee):

https://filetransfer-emea.br-automation.com:443/submit/anton_test

Welcome to the SubmitBox
anton_test.

Your | |
e-mail

- AT R R —— J

‘) - E
: Send ticket B
|
{ |
J A Y LY TR r T e o e

After entering your email address and clicking on "Send ticket", you will receive an email with the upload
link. Then, you can upload files as described in section 1.1.

2 Creating an FTAPI account in the B&R system

You can transfer large files to a B&R employee following the instructions in section 1. For frequent use,
we recommend creating a personal account on the B&R upload platform.

Advantages:

e Overview of current file transfers

o Higher level of security due to additional encryption

o Possibility of transferring large amounts of data to a B&R employee using their own additional

application (max. 20 GB; without application max. 2 GB)

e Possibility to add further B&R recipients to existing transfers
Please note that accounts are automatically deleted after 90 days of inactivity. If your account is deleted
due to inactivity, you can create a new account at any time.

2.1 Creating your personal account in the B&R upload portal
Depending on your geographical location, you can choose between 3 upload portals.
Europe: https://ffiletransfer-emea.br-automation.com

America: https://filetransfer-amer.br-automation.com
Asia: https://filetransfer-apac.br-automation.com

Use the portal closest to your location.

Please note that these portals are independent of one another. The personal account is therefore only
created for the selected portal.
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A MEMBER OF THE ABB GROUP
If you do not have an account yet, you can ] ]
register here.
....n...m__._- Create new account

Usemame* 208!

Password

Password*
M
Phone
-
Company Testcompany
]

Enter your data here. It is mandatory to provide an email address and password. All other information is
optional. We recommend specifying your name and company, however.

After you have confirmed your registration by clicking on the "Save" button, you can log in to the upload
portal with your email address and password. If you have forgotten your password, you can use option
"Reset password" on the upload portal page (section 2.2).

(1) (1) Click on "Forgot password" on the upload

ortal page and follow the instructions. Forgot your password?
p p g Please enter your e-mail address. We will send you an e-mail including (2) Enter your
link to reset your password. emall address

Password
Security code
Type in the code from the picture h
T \ shone (3) Enter the
Forgot your password? | dISp|ayed
BNR fil <filetransfer-emea@ om> 08:56 (vor 2 Minuten) ¥  4a,
anmich ~
T Englisch ~ > Deutsch ~ Nachricht iibersetzen Deaktivieren fiir: Englisch x Please enter your new password

R password :

‘We have received your request to reset your FTAPI password.

112 third party has made this request or f you have remembered your password and no longer wish to change It ignore ths message and continue Hetypelpassword

using your existing password.

Click the button below if you would like to reset your password.

(5) Set a new

(4) You will receive an
email including button
"Reset password". Click on
it

You can then log in to the B&R upload portal with your email address and new password.
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After logging in to the upload portal, you will see the FTAPI user interface.

E ‘( i Deliveries

Exze

| AuDetiveries

All Sent

My Submitbox

You can choose different settings for your account.

(1) Settings: Manage your account data.

(2) New delivery: Send files.

(3) Inbox: Display files that have been received.
(4) Outbox: Display files that have been sent.

(5) SubmitBox: Only available for B&R employees.

A

mm9208522@gmail.com

To do this, click on the toothed gear symbol. Please update your details such as first name, last name,
company and language here.

(1) (1) Account data

First name

Last name

Company

Phone

Position

Language

Signature

Max

Mustermann

Testcompany

english [v]

(3) (3) SecuPass activation for higher

encryption
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(2) (2) Password adjustment and memory

Last login

Email

Username

Change
Password

User Quota

consumption

4/5/19,10:44 AM
mm9208522@gmail.com

mm@208522@gmail.com

0 bytes of 20.0 GB used 20.0 GB available

0.00% used

(3.1) Set SecuPass key
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SecuPass™ activated E No - Activate SecuPass™ now!

To work with FTAPI's highest possible
security level going forward, you need
to choose a SecuPass Key. This is only
required once. |deally, you should
choose a key that is as long as possible.

If you want to send one or more files to a B&R email address, click on the "New delivery" button.

Mew Delivery

A window appears in which you can enter the required data or add files.

3.2 Upload portal / New delivery

New Delivery Fields "To", "Subject" and "Message"
are used in the same way as for an
email.

@ Security Level 1~ [ L) Expiration period 27 Day(s)~

You can select one or more files via a
file selection dialog box by clicking on
button "Add file".

If the files exceed a total size of 2 GB,

you will be required to use the FTAPI
application (section 3.6).

Send Now Close

Please pay special attention to security level and validity period.

1. Security level
You can choose between 4 security levels.
e Level 1 (default reference value)
Your delivery will be stored under a secure link. Anyone who has access to this link can
open the delivery and download the files. No FTAPI account is required for this.
o Level2
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The recipient must have an FTAPI account to access the delivery. If the recipient does
not yet have an FTAPI account, a guest account is automatically created.

e Level3
The recipient requires an FTAPI account and a SecuPass key to decrypt the data. By
using the SecuPass key, no one other than you and the recipient are able to access the
content of the files (not even the FTAPI system).

e Level4d
All transfer text and attached files remain encrypted end-to-end. The recipient must use
his FTAPI account and the SecuPass key to decrypt the message and data.

2. Validity period
The validity period is set to 21 days by default. During this time frame, the data can be retrieved

by the recipient. Once the validity period has expired, the data is automatically deleted by the
system.

3.3 Upload portal / Inbox

The inbox provides an overview of the FTAPI entries you have received.

From Size Received Security  Download

I Test FTAPI delivery Anton Test 27 bytes Apr 5, 2019, 10:59 @ o
Mot Downloaded New Testdocument.txt aM

All Sent
Not Yet Fetched
Paused

By clicking on an entry, you can open it and download the files.

Delivery from Anton Test

@ Security Level 1 o Valid for 29 Day(s)

Secure Link

Test FTAPI delivery

This is only a test.

E New Testdocument.txt

Download  ~

3.4 Upload portal / Outbox

The outbox provides an overview of the FTAPI entries you have sent.

Size Sent Recipient Security  Status

AT Test FTAPI 6kB Mar 6, 2019, 10:32

Not Downloaded Testl.txt, Test2.txt AM @ o

000
@

| Em)

Not Yet Fetched
Paused
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More options include:
e (1) Adding further recipients for an entry
e (2) Viewing the download status
¢ (3) Removing an entry from the system

Only B&R employees can use the SubmitBox. Therefore, this option appears inactive for non-B&R
employees.

SubmitBox settings

The SubmitBox is your personal, digital mailbox. Your business partner can transfer big and sensitive data easily and secure.
For more information click here

Active

Name mm3208522

If the files exceed a total size of 2 GB, the system automatically suggests installing an application for
transfer.

FTAPI Desktop App is needed to continue
Attachments on Security level 1 may not exceed 2.00

GB, as larger files may cause problems with your

FTAPI Desktop App is installed FTAPI Desktop App is not
installed yet
browser. OTHERWISE
1. Click "Start FTAPI"!
2. Wait for the application to open. This e 1. Click "Install FTAPI, to download
Get the FTAPI App to upload files without size could take 2 moment et
3. Note: When the Microsoft Store opens, 2. Come back to this page and start

limitations. click "Cancel” and install the FTAPI Desktop the application with "Start FTAPI",
App.

Install now Cancel

By clicking on "Install now", you will be redirected to a page where you can install the FTAPI application
or, if it is already installed, start it.

Follow the instructions during installation. Click on "Start FTAPI" after installing the app to start it.
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PERFECTION IN AUTOMATION
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[=l'=&d| The condition of the application is
2 Delivery You are logged in as: mm9208522@gmail.com ﬁ based on Standard ma.|| ClientS
such as Outlook.

To: anton.test@br-automation.com; YOU can SImp'y drag the fl|eS |nt0

Seauity: (3 Level 1: Secure Link v the field or open a file selection

Sugect: | rest-rrars dialog box by clicking on "+".

=mm Click here or drag & drop
files into this area.
=]
FTAPI® 4.5.2

Once the app has been installed, you can simply start it from the Windows desktop and send files to B&R

recipients this way.

|4 Login B3|

n Please enter your login data.

tps:/ffiletransfer-emea.br-automation.com (mm3208522@gmail.com) <

Userna.. mm3208522@gmail.com

Password

Don't ask next time.

KR

The FTAPI system offers the highest possible security and convenience to transfer files and information.
It is intended to be used to transfer data from and to B&R email addresses.

FTAPI
SubmitBox

App
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Software solution for transferring large files to B&R employees
Personal upload area of a B&R employee

Locally installed program that provides a quick way to transfer files (larger than 2
GB).
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